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ABSTRACT 

This project considers the security problem of 

outsourcing storage from user devices to the cloud. 

A secure searchable encryption scheme is 

presented to enable searching of encrypted user 

data in the cloud. The scheme simultaneously 

supports fuzzy keyword searching and matched 

results ranking, which are two important factors in 

facilitating practical searchable encryption. A 

chaotic fuzzy transformation method is proposed 

to support secure fuzzy keyword indexing, storage 

and query. A secure posting list is also created to 

rank the matched results while maintaining the 

privacy and confidentiality of the user data, and 

saving the resources of the user mobile devices. 

Comprehensive tests have been performed and the 

experimental results show that the proposed 

scheme is efficient and suitable for a secure 

searchable cloud storage system. 

I. INTRODUCTION 

Cloud is a model to enable convenient, on-demand 

network access to a shared pool of configurable 

computing resources (e.g., networks, servers, 

storage, applications, and services) In the current 

Internet, people can easily access their data stored 

in the cloud with their mobile devices from 

anywhere, e.g., check emails, and read the history 

of online chatting applications, view previously 

saved photos, videos or other kind of documents. 

To provide security in all such scenarios, it is 

essential to store and access the outsourced data in 

a secure and efficient manner. For the protection of 

data privacy and control, data is usually encrypted 

before outsourcing, which makes its effective 

utilization a challenge. In particular, indexing and 

searching the outsourced encrypted data becomes 

problematic. Searchable encryption (SE) allows 

searching over encrypted data in the cloud and 

returns to the user the data that correspond to the 

given keywords, without having to reveal the 

keywords. It is thus a critical enabler for securing 

outsourced data. 

Traditional searchable encryption schemes allow a 

user to securely search over encrypted data through 

keywords but only support 1) exact keyword 

matching, which is not a practical requirement for 

current mobile phone input methods and 2) 

boolean search without capturing the relevance of 

data files. The system usability can be greatly 

enhanced by the use of fuzzy keyword search 

instead of traditional searchable encryption. Fuzzy, 

or error tolerant, searchable encryption returns to 

the user the files that match not only the exact 

predefined keywords but also the closest possible 

matched files based on keyword similarity 

semantics. Similarly, system usability is greatly 

enhanced by ranked search which returns the 

matched files in a ranked order determined by 

appropriate relevance criteria. This paper 

investigates the problem of supporting both ranked 

and fuzzy keyword search in a single scheme to 

achieve effective utilization of remotely stored 

encrypted data in mobile cloud computing 

applications. 

II. LITERATURE SURVEY 

TITLE: Cryptographic primitive called Public 

Key Error Tolerant Searchable Encryption 

(PKETS) 

AUTHOR: Krishna Kowshik Tenneti 

ABSTRACT: Many approaches are proposed to 

enable fuzzy search. Researchers consider the use 

of wildcards to enlarge the range of possible 

similar keywords searched, but this technique only 

covers part of the possible close keywords. A 

wildcard only permits capturing of errors provided 

we know where they are located in the keyword. 

The authors proposed a new cryptographic 

primitive called Public Key Error Tolerant 

Searchable Encryption (PKETS) which is based on 

public key encryption with keyword search 

proposed. This algorithm was applied to the 

biometric data. The author Acceptable erroneous 

keywords did not have to be specified in advance 

in their algorithm. 
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However, this approach was designed for a special 

type of data, i.e., iris code. This technology is 

useful at airports as a replacement for passports but 

it is not designed for text documents. The authors 

proposed to embed edit distance (Levenshtein 

distance) into Hamming distance to obtain a fuzzy 

keyword search suitable for strings and then text 

files. 

This method uses existing locality sensitive 

hashing (LSH) to enable the fuzziness in the search 

method and has a very low distortion. However, 

this method is mainly theoretical and the proposed 

embedding technique introduces a lot of 

redundancy, which increases the dimension of the 

stored data, and is not suitable for the case of 

mobile usage because of the small amount of 

memory available. Another method uses bloom 

filters and Jaccard similarity to perform the 

translation and the LSH. It also introduces ranking 

of the retrieved encrypted data. However, the 

ranking has to be performed by the user himself 

and not automatically by the server which can add 

unwanted burden for a mobile users device. 

TITLE: Chaotic Searchable Encryption for 

mobile storage. 

AUTHOR: Padala Srinivasa Reddy 

ABSTRACT: This paper considers the security 

problem of outsourcing storage from user devices 

to the cloud. A secure searchable encryption 

scheme is presented to enable searching of 

encrypted user data in the cloud. The scheme 

simultaneously supports fuzzy keyword searching 

and matched results ranking, which are two 

important factors in facilitating practical 

searchable encryption. A chaotic fuzzy 

transformation method is proposed to support 

secure fuzzy keyword indexing, storage and query. 

A secure posting list is also created to rank the 

matched results while maintaining the privacy and 

confidentiality of the user data, and saving the 

resources of the user mobile devices. 

Comprehensive tests have been performed and the 

experimental results show that the proposed 

scheme is efficient and suitable for a secure 

searchable cloud storage system. 

Actually, very few searchable encryption schemes 

support the ranking of matched items though this 

problem has recently attracted the attention of 

some researchers. Fuzziness and ranking are 

currently two different research axes and very few 

researchers have considered combining them. 

However, these methods are either not practical for 

mobile usage as is the case or they suffer from 

security problems as is the case. 

This work proposed a new fuzzy transformation by 

introducing chaos and enhances the fuzziness 

through amplification of the LSH, which 

significantly improves both the security and the 

efficiency of the fuzzy searching process compared 

to the existing solutions. A new fuzzy 

transformation by introducing chaos and enhance 

the fuzziness through amplification of the LSH, 

which significantly improves both the security and 

the efficiency of the fuzzy searching process 

compared to the existing solutions. Furthermore, 

comprehensive tests on different LSH methods are 

performed in order to select the best one to be used 

in our algorithm. 

TITLE: Attribute Based Encryption for Secure 

Data Access in Cloud. 

AUTHOR: Anirudh Mitta 

ABSTRACT: Cloud computing is a progressive 

computing worldview, which empowers adaptable, 

on request, and ease use of Information 

Technology assets. However, the information 

transmitted to some cloud servers, and various 

protection concerns are arising out of it. Different 

plans given the property-based encryption have 

been proposed to secure the Cloud Storage. 

In any case, most work spotlights on the 

information substance security and the get to 

control, while less consideration towards the 

benefit control and the character protection. In this 

project, a semi anonymous benefit control 

conspires Anony Control to address the 

information protection, as well as the client 

character security in existing access control plans. 

Anony Control decentralizes the central authority 

to restrain the character spillage. Along these lines, 

display the Anony Control-F, which ultimately 

keeps the character spillage and accomplish the 

full secrecy. Our security assessment demonstrates 

that both Anony Control and Anony Control-F are 

secure under the decisional bilinear Diffie-Hellman 

presumption, and our execution assessment shows 

the attainability of our plans. According to Park 

(2011), the Computing service provider cannot be 

trusted entirely because of data security reasons, 
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the danger of data safety and infringement of 

protection variables are considered. Particularly, 

ensuring data classification required to take care of 

these issues, Yu, Wang, Ren, and Lou (2010) 

proposed to conspire which guarantees data 

classification and fine-grained get to control. Be 

that as it may, data secrecy which was damaged by 

intrigue assault of repudiated client and cloud 

server. 

TITLE: Towards secure mobile cloud 

computing: A survey 

AUTHOR: Abdul Nasir Khan, M.L. Mat Kiah 

ABSTRACT: Mobile cloud computing is gaining 

popularity among mobile users. The ABI Research 

predicts that the number of mobile cloud 

computing subscribers is expected to grow from 

42.8 million (1.1% of total mobile users) in 2008 

to 998 million (19% of total mobile users) in 2014. 

Despite the hype achieved by mobile cloud 

computing, the growth of mobile cloud computing 

subscribers is still below expectations. According 

to the recent survey conducted by the International 

Data Corporation, most IT Executives and CEOs 

are not interested in adopting such services due to 

the risks associated with security and privacy. 

The security threats have become a hurdle in the 

rapid adaptability of the mobile cloud 

computing paradigm. Significant efforts have been 

devoted in research organizations and academia to 

build secure mobile cloud computing environments 

and infrastructures. In spite of the efforts, there are 

a number of loopholes and challenges that still 

exist in the security policies of mobile cloud 

computing. This literature review: 

(a) highlights the current state of the art work 

proposed to secure mobile cloud computing 

infrastructures, 

(b) identifies the potential problems, and 

(c) provides a taxonomy of the state of the art. 

To have an in depth understanding of Mobile 

Cloud Computing , it is necessary to get a 

complete grasp on cloud computing. Cloud 

computing provides a new computing paradigm 

that delivers as a service. The objectives of the 

new computing paradigm are to increase capacity 

and capabilities at runtime without investing in 

new infrastructure, licensing new software, and 

training new recruits. Cloud computing permits 

customers to utilize cloud services on the fly in 

pay-as you-go manner through the Internet. 

TITLE: Data Security of Mobile Cloud 

Computing on Cloud Server. 

AUTHOR: Muhammad Waseem, Dost 

Mohammad Baloch, Imran Khan. 

ABSTRACT: Mobile Cloud computing is a 

technology of delivering services, such as 

software, hardware (virtual as well) and bandwidth 

over the Internet. Mobile devices are enabled in 

order to explore, especially Smart phones. The 

mobile cloud computing technology is growing 

rapidly among the customers and many companies 

such as Apple, Google, Facebook and Amazon 

with rich users. Users can access their data at any 

time, at any place, even with any device including 

mobile devices by using the cloud storage services, 

although these properties offer flexibility and 

scalability in controlling data, however, at the 

same time it reminds us with new security threats. 

These security issues can be resolved by proper 

handling of data. The cloud server provider can 

secure the data by applying the encryption and 

decryption techniques while storing the data over 

the cloud. In this paper, we proposed some 

encryption and decryption methods for securing 

the data over the cloud so that an unauthorized 

person or machine cannot access the confidential 

data owing to encrypted form. Cloud computing 

with resource constraint mobile devices, 

ubiquitous wireless infrastructure, mobile web, and 

location-based services provides a ground for a 

new computing paradigm called Mobile Cloud 

Computing (MCC). 

The ultimate goal of the MCC is to enable 

execution of rich mobile applications on a plethora 

of mobile devices, with a rich user experience. 

Mobile devices such as Smartphone, Tablets are 

increasingly becoming an integral part of modern 

life and culture as the connectivity, communication 

and sharing have turned out to be easier and 

convenient among people. Mobile applications 

(apps) for that matter reduce the performance of a 

task in a span of minutes and help deliver accurate 

results. 

III. SYSTEM ANALYSIS & DESIGN 

EXISTING SYSTEM 

In the existing system, Bringer et al. proposed a 

new scheme permitting search over encrypted data 

with an approximation of a keyword. An 
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application in the biometric domain is also 

proposed. A biometric identification scheme arises 

from this construction; it permits identification of a 

person using his biometrics in an encrypted way. A 

specific difficulty concerning biometrics is their 

fuzziness. It is nearly impossible for a sensor to 

obtain the same image from biometric data twice. 

The classical way to solve this problem is to use a 

matching function, which basically tells if two 

measures represent the same biometric data or not, 

but these methods do not meet the privacy 

requirements that someone can expect from an 

such identification scheme. The Bringer et al. 

algorithm resolves this issue and provides the 

privacy missing in the existing algorithms. This 

method uses a combination of LSH method 

specific for an iris code (beacon indexes) to enable 

the fuzziness and a Bloom filter with storage to 

accelerate the search on the encrypted data. 

DISADVANTAGES 

• Performance is low. 

• These existing works are not efficient. 

• Less-Security. 

• Missing of data. 

PROPOSED SYSTEM 

This system proposes a new fuzzy transformation 

by introducing chaos and enhances the fuzziness 

through amplification of the LSH, which 

significantly improves both the security and the 

efficiency of the fuzzy searching process compared 

to the existing solutions. Furthermore, 

comprehensive tests on different LSH methods are 

performed in order to select the best one to be used 

in our algorithm. Chaotic systems are widely used 

in the cryptography domain and have attracted the 

attention of many researchers due to the interesting 

characteristics of chaos. However, to the best of 7 

our knowledge, this is the first paper proposing to 

use chaos in the searchable encryption schemes. 

Our proposed system is, in addition, designed to 

support fuzzy and ranking mechanisms and is 

proven to be practical for mobile usage. 

ADVANTAGES 

• Improved encryption techniques. 

• Enhanced security measures. 

• Data protection 

SYSTEM ARCHITECTURE 

 
Fig: System Architecture 

IV. IMPLEMENTATION 

• CLOUD 

• CLIENT 

MODULES DESCRIPTION 

CLOUD 

In this module, the Cloud has to login by using 

valid user name and password. After login 

successful he can perform some operations such as 

View All Users, View All Documents, View Top 

'K' Keywords, View Keywords and Links, View 

Time Delay of Files, View User Transactions, 

View File Rank Results View Time Delay 

Comparison Results 

Friend Request & Response 

In this module, the admin can view all the friend 

requests and responses. Here all the requests and 

responses will be displayed with their tags such as 

Id, requested user photo, requested user name, user 

name request to, status and time & date. If the user 

accepts the request then the status will be changed 

to accepted or else the status will remains as 

waiting 

CLIENT 

In this module, there are n numbers of clients are 

present. Client should register before performing 

any operations. Once Client registers, their details 

will be stored to the database. After registration 

successful, he has to login by using authorized user 

name and password. 

Verify finger print and Login Once Login is 

successful Client can perform some operations like 

View Profile, Upload Document, Edit / Delete 

Document, Search Cloud Data, View Document 

Search Comparison, View Keyword and Fetched 

Files, View Same Data Files 

Searching Users to make friends 

In this module, the user searches for users in Same 

Network and in the Networks and sends friend 

requests to them. The user can search for users in 
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other Networks to make friends only if they have 

permission 

V. SCREENSHOTS 

 
FIG-1: Home Screen 

 
FIG-2: All user list 

 
FIG-3: Upload document with details 

 
FIG-4: All Document list 

 
FIG-5: Top keyword 

 
FIG-6: All user transactions 

 
FIG-7: Chaotic Search 

VI. CONCLUSION 

CONCLUSION 

In this paper, we proposed the first chaos based 

searchable encryption approach which also allows 

both ranked and fuzzy keyword searches on the 

encrypted data stored in the cloud. Our approach 

guarantees the privacy and confidentiality of the 

user even vis-à-vis the cloud provider who is semi-

trusted in our case. The proposed method is 

designed to achieve effective retrieval of remotely 

stored encrypted data for mobile cloud computing 

scenarios. This scheme is implemented and 

evaluated using two databases: RFCs and the 

Enron database. 

FUTURE SCOPE 

The proposed scheme uses chaotic random noise to 

improve the strength of encryption keys. The 

strength of the encryption keys does not rely on the 

length of the key but the random and chaotic 

nature of the input noise. Several experiments were 

conducted to test different aspects of the solution 

implemented. Overall, it is concluded, based on the 

results, that chaos theory can be applied in 

cryptography to improve the strength of ciphers. 

The result show that Cryptor is a lightweight, 

strong client-end encryption scheme. Hence, 

Cryptor is a better encryption scheme in terms of 

encryption and decryption times. The chaos-based 

encryption keys can be used to improve the 

strength of existing cryptosystems such as DES, 3-

DES and AES. Future perspectives include: 

experimenting on encrypting multimedia digital 

content, implementing the Cryptor system to have 
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rounds of encryption to increase layers of security, 

and to test the proposed neural key store against 

various types of key attacks. Searchable encryption 

(SE) allows searching over encrypted data in the 

cloud and returns to the user the data that 

correspond to the given keywords, without having 

to reveal the keywords. 
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